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Please read these terms of use and conditions in full before you start using www.bearpay.io 
website (hereinafter to as Bear Pay UAB) and services. If you do not agree to these terms 
and conditions, please do not use Bear Pay UAB website and services. By using Bear Pay 
UAB in any capacity, you acknowledge that you accept and agree to be bound by these 
terms of use (hereinafter referred to as the 'Terms of Use'). 
 
Access to and use of the Bear Pay UAB, as well as any information contained in the Bear Pay 
UAB website are subject to these Terms of Use. 
By using this website (“Site”), registering for a Bear Pay UAB Account (“Account”), or using 
any of our other Bear Pay UAB Services, you ("you, your, or yourself") are agreeing to accept 
and comply with these Terms of Use. As used in these Terms of Use, “bearpay.io" refers to the 
company Bear Pay UAB, including, without limitation, its owners, directors, investors, 
employees, or other related parties. Depending upon the context, "bearpay.io" may also refer to 
the services, products, website, content, or other materials (collectively, "bearpay.io Services") 
provided by bearpay.io. 
 
Bear Pay services: 

 The Service operated by bearpay.io allows buyers ("Buyers"), to buy the Internet 
currency known as "Bitcoins" (see http://bitcoin.org).  

 By agreeing with these Terms of Use you are explicitly giving to Bear Pay permission to 
act on your behalf and fulfill your order for "Bitcoins" as instructed. 

 The Service operated by Bear Pay allows all registered users of the Service ("Members") 
to: 

 Transfer Bitcoins to other Members or other users of Bitcoin outside the Bear Pay site; 

 Use Bitcoins for purchasing goods and services. 
Use of cryptocurrency may be illegal in some jurisdictions. It is your responsibility to know 
the regulatory requirements concerning transactions with cryptocurrency in your 
jurisdiction before using the Services. 
 

1. Definitions 
1.1. “Account” means the contractual arrangement wherein a bearpay.io Member has accepted 

our Terms of Use and Privacy Policy, and received approval to use the bearpay.io Services, 
including the purchase and sale of Bitcoins and to perform associated Transactions; 

1.2.“Assets” or “Funds” means Digital Currency or Legal Tender or both; 
1.3.  “Balance” means any Funds that you have in your Bear Pay account; 
1.4.  “Bitcoin” the Peer-to-Peer internet currency further described at http://bitcoin.org; 
1.5.  “Buyer(s)” member(s) willing to buy Bitcoins through the Service; 
1.6.  “Business Days” means a day (other than a Saturday or Sunday) on which banks in 
Lithuania are open for business; 
1.7.  “Calendar year” means 1 January to 31 December inclusive in any year; 
1.8.  “Chargeback” means a challenge to a payment that a card owner files directly with his 
or her credit card issuer or company; 
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1.9.  “Claim” means a challenge to a payment that a sender of a payment files directly with 
Bear Pay; 
1.10.  “Commission” the fee which is payable to bearpay.io on each Transaction, such as a 
Bitcoin Purchase Transaction; 
1.11.  “Customer Service” is Bear Pay customer support, which can be accessed online via 
the Support page on Contact page; 
1.12. “Dormant Account” means an account held with Bear Pay where the account holder has 
not logged into their Bear Pay account for the period as specified bellow; 
1.13. “Digital Currency” or “Virtual Currency” means bitcoins and other virtual currency 
supported by Bear Pay that can be sent into and out of a Bear Pay account; 
1.14. “European Economic Area” or “EEA” means that region made up of the following 
countries: Austria, Belgium, Bulgaria, Cyprus, Czech Republic, Denmark, Estonia, Finland, 
France, Germany, Hungary, Iceland, Ireland, Italy, Latvia, Liechtenstein, Lithuania, 
Luxembourg, Malta, Netherlands, Norway, Poland, Portugal, Romania, Slovak Republic, 
Slovenia, Spain, Sweden; 
1.15. “EU Payment Service Directive” means EU directive 2015/2366 of 25 November 2015 
on payment services in the internal market; 
1.16. “Legal Credentials” means login password, API key, API secret key, authentication 
code, security code and any other mechanisms used by you to access you Bear Pay account and 
Customer Assets; 
1.17. “Members” means Buyer; 
1.18. “Payment Initiation Service Provider” means a Payment Service Provider pursuing 
payment initiation services; 
1.19. “Payment order” means an instruction genuinely made by you to us requesting the 
execution of a payment transaction; 
1.20. “Payment Service Provider” means any professional authorized to provide payment 
services; 
1.21. “Payment Transaction” means any act initiated by you whereby you transfer Funds 
from the Account (such as payments executed under a direct debit order, transfers, standing 
orders); 
1.22.  “Personal Information” means information that identifies an individual, such as name, 
address, e-mail address, trading information, and credit cards details. “Personal Information” 
does not include anonymized and/or aggregated data that does not identify a specific user; 
1.23.  “Price” means the "price per coin" for which Members are willing to purchase Bitcoins, 
using the Service in a Bitcoin Purchase Transaction. The Price may be expressed in any of the 
currencies supported by the Service. See our Site for a full list of currencies; 
1.24. “Reserve” means an amount or percentage of the Funds received into your Account that 
we hold in order to protect against the risk of Reversals, Chargebacks, Claims or any other risk, 
exposure and/or liability related to your Account and/or use of the Services; 
1.25. “Reversal” means a payment that you received which we may reverse to the sender or 
another third party because the payment: (a) has been challenged by a sender directly with their 
Payment Service Provider; and/or (b) has been removed from your account balance for any 
reason (other than a Chargeback or Claim), including, without limitation where the payment 
violates or we reasonably suspect that the payment violates our policies or the terms of this 
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Agreement; or (ii) the payment amount was not authorized by the sender with the relevant third 
party in connection with a valid third party initiated payment authorization; or (iii) the payment 
was funded by a transfer that was subsequently reversed by the Payment Service Provider for 
any reason; and/or (c) has been categorized by Bear Pay internal risk modelling as a risky 
payment required to be reversed to mitigate the risk associated with the payment. The term 
“Reversed” shall be construed accordingly; 
1.26. “Services” The technological platform, functional rules and market managed by 
Bearpay.io to permit Buyers to perform purchase transactions of Bitcoins; 
1.27. “Transaction: Includes the following”: (a) the agreement between the Buyer and 
bearpay.io to exchange Bitcoins through the Service for currencies at a commonly agreed rate 
("Bitcoin Purchase Transaction"); (b) the conversion of currencies into Bitcoins by Members 
through credit cards ("Purchase Transaction"); (c) the transfer of Bitcoins to Members ("Bitcoin 
Transfer Transaction"); 
1.28. “Transaction (or Transactional) Risk” means the risk of Bear Pay’s position being 
adversely affected with respect to any liability of yours to us or any third party relating to any 
Commercial Transaction payment (including, without limitation, the risk relating to any Dispute, 
Claim, Chargeback, Reversal, fees, fines or penalties, or any other liability being incurred by us 
(or any third party) related to the payment in question), in each case whether actual, anticipated 
by Bear Pay or believed by Bear Pay to exist. You may be notified from time to time about other 
specific circumstances where Transaction Risk arises (or is deemed to have arisen) for the 
purpose of this Agreement; 
1.29. “Transaction Price” means the total price paid by the Buyer in respect of each 
Transaction performed through the Service; 
1.30. “Unauthorized payment” means a challenge from an account owner or a Member 
claiming that he or she did not make the payment, and that the person who made the payment 
was not authorized; 
1.31. “User,” “you” or “your” means you and any other person or entity entering into this 
Agreement with us or using the Service; 
1.32. “Verified” means that you have completed our verification process in order to help 
establish your identity with Bear Pay; 
1.33. “Virtual currency” means a digital representation of value that is not issued or 
guaranteed by a central bank or a public authority, is not necessarily attached to a legally 
established currency and does not possess a legal status of currency or money, but is accepted 
by persons as a means of exchange and which can be transferred, stored and traded digitally; 
1.34. “Virtual asset” means a digital representation of value, including a virtual currency, that 
can be digitally traded, or transferred, and can be used for payment or investment purposes. 
1.1. “Virtual asset service provider” means “any person” which provides, on behalf of or 
for its Member, one or more of the following services: (a) the exchange between virtual assets 
and fiat currencies, including the service of exchange between virtual currencies and fiat 
currencies; (b) the exchange between one or more forms of virtual assets; (c) the transfer of 
virtual assets; (d) the safekeeping or administration of virtual assets or instruments enabling 
control over virtual assets, including the custodian wallet service; (e) the participation in and 
provision of financial services related to an issuer’s offer or sale of a virtual asset. For the 
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purposes of these terms and local regulatory application, Bear Pay shall be recognized as the 
Virtual asset service provider. 
 

2. ELIGIBILITY  
2.1. By registering to use a Bear Pay Account, you must be at least 18 years old, have 

full legal capacity to enter into a contract and be resident in a location which does not appear 
on any international sanction list or restricted countries list. 

2.2. Please note that some products and services may not be available in certain 
jurisdictions or regions or to certain users. Depending on your country of residence, you may 
not be able to use all the functions of the Site. It is your responsibility to follow the rules and 
laws in your country of residence and/or country from which you access this Site and 
Services. As long as you agree to and comply with these Terms of Use, bearpay.io grants to 
you a personal, non-exclusive, non-transferable, non-sublicensable and limited right to enter 
and use the Site and the Service. 

2.3. Bear Pay UAB reserves the right to change, modify or impose additional 
restrictions at its discretion at any time. 

2.4. You further represent and warrant to us in opening an Account with us that 
you are not acting on behalf of or for the benefit of, anyone else, unless you are opening 
the Account for and under the direction of the company that employs you or has duly 
authorized you as their legal representative to open an account with Bear Pay in their 
name and on their behalf. This Agreement applies only to users who are the customers 
of Bear Pay and are residents in one of the eligible countries listed above. If you are a 
resident of another country, you may access your agreement from the Bear Pay 
website(s) in your country (if applicable). 

 

3. ACCOUNT CREATION AND VERIFICATION 
3.1.  Registration of Bear Pay Account. To use the Bear Pay Services, you will need 

to register for a Bear Pay account (a "Bear Pay Account") by providing your details, 
including your name, email address and a password and accepting the terms of this 
Agreement. By using a Bear Pay Account, you agree and represent that you will use the Bear 
Pay Services only for yourself, and not on behalf of any third party, unless you have obtained 
prior approval from Bear Pay of this Agreement. Each customer may register only one Bear 
Pay account. You are fully responsible for all activity that occurs under your Bear Pay 
Account. We may, in our sole discretion, refuse to open a Bear Pay Account for you, or 
suspend or terminate any Bear Pay Accounts (including but not limited to duplicate accounts) 
or suspend or terminate the trading of specific Digital Currency in your account. 

3.2. You agree to provide accurate, current and complete information about your 
identity and location in connection with creating your Bear Pay account; keep your Bear Pay 
account information updated at all times; immediately notify us if you change your country of 
residency or if any other information previously provided to Bear Pay changes; not use a 
password for your Bear Pay account that you use for any other website or online service; 
protect the security of your Bear Pay account, including not sharing your Credentials with 
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any third party; and immediately notify us if you discover or otherwise suspect any 
unauthorized access or use related to the Services or your Bear Pay account. 

3.3. If you have applied for another Bear Pay account in the past with any of the same 
information, we reserve the right to not approve the new Bear Pay account and you may be 
required to access and use your previously approved Bear Pay account. If you were 
previously denied a Bear Pay account, or had a Bear Pay account closed by us, you may not 
be able to reapply for a Bear Pay account. 

3.4. We may require you to provide additional information to verify your or your 
business’ identity as a condition to providing the Services to you, or before we permit you to 
make payments or receive or withdraw funds from your Account. We may make, directly or 
through a third party, any inquiries we consider necessary to validate information that you 
provide to us, including without limitation checking commercial databases, population 
registers or credit reports. You authorize us to obtain one or more of your credit reports, from 
time to time, to establish, update, or renew your account with us or in the event of a dispute 
relating to this Agreement and activity under your account. While we will take steps to verify 
the identity of our users, we cannot and do not guarantee any user identity. You are solely 
responsible for taking appropriate steps to verify the identity of other users of the Services 
with whom you transact. 

3.5. You authorize us to make enquiries, whether directly or through third parties, that 
we consider necessary to verify your identity or protect you and/or us against fraud or other 
financial crime, and to take action we reasonably deem necessary based on the results of such 
enquiries. When we carry out these enquiries, you acknowledge and agree that your personal 
information may be disclosed to credit reference and fraud prevention or financial crime 
agencies and that these agencies may respond to our enquiries in full. This is an identity 
check only and should have no adverse effect on your credit rating. Additionally, we may 
require you to wait some amount of time after completion of a transaction before permitting 
you to use further Bear Pay Services and/or before permitting you to engage in transactions 
beyond certain volume limits 

  

4. ACCESSING AND CHANGING YOUR ACCOUNT 
INFORMATION AND CLOSING YOUR ACCOUNT 

4.1. You can review the personal or business information you have provided us and 
make any desired changes to such information, or to the settings for your Bear Pay account at 
any time, by logging into your account profile and changing your preferences. You can also 
terminate your Account through the Bear Pay website. If you terminate your account, we will 
mark your Account in our database as "Closed", but will keep your account information in 
our database, as required by applicable regulations. This is for instance necessary in order to 
deter fraud, by ensuring that persons who try to commit fraud will not be able to avoid 
detection simply by closing their account and opening a new account. However, if you close 
your Account, your personally identifiable information will not be used by us for any further 
purposes, nor sold or shared with third parties, except as necessary to prevent fraud and assist 
law enforcement authorities, or as required by law. 
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4.2. Unless your account access is restricted (for example, due to suspected 
unauthorized access or a very prolonged inactivity), you may access your details of executed 
payment transactions and other information relating to your account transaction history and 
available Funds by logging into your Account. Key information relating to your transactions 
or important updates will be provided to you also via e-mail. You will also be able to access a 
downloadable report via your account profile including all fees incurred and any other 
amounts charged to your Account in the relevant period. Bear Pay reserves the right to charge 
a fee for providing you with additional information or for providing the transaction history 
and other information about fees in a different way (other than via downloadable standard 
reports). The way in which we provide the transaction information will allow you to store and 
reproduce the information unchanged, for example by printing a copy. You hereby agree to 
receive your transactions information through your account transactional history instead of 
receiving periodic statements by mail. 

4.3. You have the right to make use of services enabling access to Account 
Information Service Providers or Payment Initiation Service Providers as your Account is 
accessible electronically. 

Payment Initiation Service Providers provide the service of initiating payment orders 
at their customer’s request with respect to payment accounts held at other payment service 
providers, such as Bear Pay. 

Account Information Service Providers provide their customer with aggregated online 
information on one or more payment accounts held with one or more other payment service 
providers and accessed via online interfaces of the account servicing payment service 
provider (such as Bear Pay). 

4.4. Where you decide to use a Payment Initiation Service Provider or an Account 
Information Service Provider, Bear Pay will: 

4.4.1. communicate securely with the Payment Initiation Service Provider and the 
Account Information Service Provider; 

4.4.2. immediately after receipt of the Payment Order from a Payment Initiation 
Service Provider, provide or make available all information on the initiation of the Payment 
Transaction and all information accessible to the Bank regarding the execution of the 
Payment Transaction to the Payment Initiation Service Provider; 

4.4.3. treat Payment Orders transmitted through the services of a Payment Initiation 
Service Provider without any discrimination other than for objective reasons, in particular in 
terms of timing, priority or charges vis-à-vis Payment Orders transmitted directly by you. 

 

5. DORMANT ACCOUNTS AND UNCLAIMED ASSETS 
5.1. In the event your account has remained inactive for a specified period, the Period 

of Dormancy, Bear Pay shall undertake measures for the appropriate verification and 
monitoring of inactivity of the account. 

5.2. The Period of Dormancy shall be divided into two distinct time frames under 
which an investigation into the status of the account shall be instigated depending on the 
value of funds held in the account: 
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5.2.1. Inactivity Period: The threshold for the period of inactivity shall be 6 months 
since the date of the last login of the Client onto their Bear Pay account. During the Inactivity 
Period, Bear Pay shall make no attempt to contact the customer. 

5.3. Period of Expiry: The threshold for the Period of Expiry shall be 6 months 
from the completion of the Inactivity Period and shall be the duration of which Bear Pay shall 
attempt to re-establish contact with the Client. 

5.4.  If at the end of the Period of Expiry no contact with you has been established, 
Bear Pay reserve the right to move Member’s or User’s account into Dormancy. Where your 
Account holds assets (virtual assets or FIAT funds), Bear Pay may undertake further 
measures to ascertain the proper allocation of the unclaimed assets in line with its regulatory 
obligations. 

5.5. The threshold applied to the value of funds to determine the level of 
investigations carried out by Bear Pay to ascertain the well-being of the Client shall be 
determined as follows: 

5.1. Up to 5,000 EUR – Where the Client has provided personal contact 
information, Bear Pay shall endeavor to contact the Client either by telephone, or a letter to 
the registered address, or both; 

5.2. From 5,000 EUR – 10,000 EUR – Where contact has not been established 
using the client personal information provided, Bear Pay shall utilize resources to obtain 
information from public directories and enhanced internet searches; 

5.3. Above 10,000 EUR – In cases where the Client’s funds exceed 10,000 EUR 
and Bear Pay have failed to obtain information utilizing the methods prescribed for the 
thresholds above, Bear Pay shall hire professional assistance by specialized services and/or 
legal specialists for the purposes of confidentiality. 

5.4.  All costs borne by Bear Pay for the purposes of re-establishing contact with the 
Client, shall be solely borne by the Client. The costs shall be deducted from the Clients 
account and invoiced accordingly with all evidence of costs borne attached. 

5.5. During the investigation phase, if it has been discovered that you have passed 
away, Bear Pay will take the necessary measures to move your Account into Succession in 
line with our regulatory requirements. 

5.6. In the event your Account has been re-activated outside of the Period of Expiry, 
Bear Pay reserve the right to request the re-verification of your identity for the purposes of 
preventing fraud in line with our internal policies. 

6. INHERITANCE CLAIMS 
6.1. In the event of a Client's death, Bear Pay shall require proof that the 

heir/beneficiary is entitled to the ownership of the deceased's assets in Bear Pay possession 
as well as a certified copy of the death certificate in order to access the accounts of 
deceased. 

6.2. The executor of the will and the administrator of the estate will need to prove 
their status to exercise their rights to obtain the client's assets from Bear Pay. Bear Pay 
reserves the right to perform necessary due diligence in cases of cross-border succession for 
the prevention of fraud. 

6.3. The authority of the EU Member State overseeing the inheritance or succession 
process can provide the requesting heir or the executor with an official national document 
certifying their status as an heir, executor of the will or administrator of the estate. 
Alternatively, they can ask that authority to provide them with a European Certificate of 
Succession. The European Certificate of Succession is the same throughout the EU and 
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applies with no special procedures regardless of the country in which it was issued. A 
national document on the other hand, will have different effects depending on the EU country 
in which it is issued and therefore for procedural purposes it is necessary for Bear Pay to ask 
for this certificate. 

7. INFORMATION SECURITY 
7.1. Bear Pay is committed to handling our customer information with high standards 

of information security. 
7.2. We draw your attention on the importance to take all necessary measures and 

precautions to preserve security. All personalized security features elements shall not be 
transmitted and shall be strictly personal. Your email address, a password that you select and 
certain additional authentication methods will be used to access our services and to initiate 
communications with us. You also may be prompted to answer several security questions or 
use security access keys or credentials to access the Services and authorize Payment 
Transactions. Your password and access keys are your “Credentials”. You are responsible for 
maintaining the secrecy and security of your Credentials and undertake to maintain secrecy 
and security thereof. You should not disclose your Credentials to any third party (other than 
individuals duly authorized by you to use your Account, for example, your legal 
representatives). Bear Pay representatives will never ask you for your password, so any 
email, phone call or other communication requesting your password should be treated as 
unauthorized and suspicious and forwarded to us for further investigation. In this regard, you 
also undertake: 

 not to write down your Credentials anywhere, even in a coded form; 

 to always use your Credentials away from prying eyes and ears of others; 

 to never let yourself be distracted during a transaction, including by persons 
offering their help, and to ensure that you do not enter your personalized security features in 
front of them; 

 to regularly consult your Account to assess them for any suspicious 
transaction. 

For security reasons, it is highly recommended that you periodically change your 
passwords. When you change your password, you shall ensure that your password does not 
consist of easily identifiable combinations (such as your name or first name or date of birth or 
those of someone close (spouse, child, etc.) and more generally a word or combination of 
words, a word spelled backwards, a word followed by a digit or a year, a password used for 
other purposes (including for personal e-mail, etc.). You shall choose to use a password of 
sufficient length and composed, whenever possible, of a combination of letters, numbers and 
punctuation marks or special characters, as well as using uppercase and lowercase characters. 
Bear Pay may, at its discretion, impose an expiry date for passwords beyond which you will 
not be able to access the Services via Internet without a prior modification of your password. 

7.3. The Internet is an international network of telecommunications to which you may 
have access through any suitable equipment, such as for example a desktop or mobile 
computer, a tablet, phone, or other similar device. To access the Services of Bear Pay via 
Internet, you must comply with the technical requirements (regarding hardware and software) 
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as may be described by Bear Pay on its website. You shall take all necessary measures to 
ensure that the technical characteristics of your IT equipment, software and Internet 
connection allow you to access the Internet website of Bear Pay in a secured manner. 

7.3.1. You are fully liable for the proper functioning of your own IT devices and 
Internet access. You shall ensure that such devices do not have any apparent problems or 
viruses and provide sufficient security to prevent a risk of any third-party gaining access to 
data pertaining to the provided Services. You will use your best endeavors to maintain such 
security. You shall further ensure that there is no risk of any hostile programs or viruses 
invading and disrupting the devices which are used to access the Services. In particular you 
will ensure that the security of your devices is sufficient and will regularly update the 
antivirus and antispyware software as well as your personal firewall. 

7.3.2. You shall bear all technical risks such as the disruption of electric power 
transmission, non-availability of communication lines, improper functioning or overloading 
of the systems or networks. 

7.3.3. Furthermore, you confirm that you are familiar with the Internet and that you 
are aware of the technical characteristics thereof, including the related technical performances 
and response time for downloading or transferring information on the Internet. 

Further, you are aware that you will be required to subscribe to an Internet Service 
Provider (“ISP”) of your choice in order to gain access to the Services provided by Bear Pay 
via Internet. In this context, you hereby agree and understand that you are liable for the 
selection of your ISP and for the set-up of the terms and conditions of your relationship. Bear 
Pay will not be held liable for the risks created by the access to the Internet and by the 
transmission of data from or to you, in particular in case of conflict between you and your 
ISP in relation to the personal and/or confidential nature of your data, the cost of the 
transmission, the maintenance of the telephone lines and of the internet structures or the 
interruption of services. 

7.4. You shall be liable for the proper use of the Services via Internet in accordance 
with the technical requirements, security instructions and any other instructions provided by 
Bear Pay from time to time. You undertake to comply with all security instructions provided 
by Bear Pay.  

You shall be responsible for any damages that you may suffer due to your failure to 
comply with your undertakings set out herein and, in particular the disclosure of your 
Credentials because of you failing to comply with your obligations. If an issue relating to 
your Credentials occurs, you shall bear any costs for replacement thereof. 

7.5. If you do share your Bear Pay Credentials with a third party for any reason, 
including because the third party has promised to provide you additional services such as 
account aggregation or information services, the third party will have access to your Account 
and your personal information, and you may be responsible for actions taken using your 
Credentials. Granting permission to any third party in any way does not relieve you of any of 
your responsibilities under this Agreement. You acknowledge and agree that you will not 
hold Bear Pay responsible for, and will indemnify Bear Pay from, any liability arising from 
the actions or inactions of this third party in connection with the permissions you granted. In 
case of loss or theft or the disclosure of any of your Credentials to a third party (even if 
involuntary or merely suspected), misappropriation or any other unauthorized use of the 
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Services, or if your Credentials are otherwise compromised (an “Incident”) you must notify 
us immediately by using our Contact page so that we can suspend use of your Account with 
our Service or help you to reset your password in order to avoid unauthorized transactions. 

 
8. RISKS 

The trading of goods and products, real or virtual, as well as virtual currencies 
involves significant risk. Prices can and do fluctuate on any given day. Due to such price 
fluctuations, the value of your assets may increase or decrease at any given moment. Any 
currency - virtual or not - may be subject to large swings in value and may even become 
worthless. There is an inherent risk that losses will occur as a result of buying, selling or 
trading anything on a market. 

8.1. Bitcoin trading also has special risks not generally shared with official currencies 
or goods or commodities in a market. Unlike most currencies, which are backed by 
governments or other legal entities, or by commodities such as gold or silver, Bitcoin is a 
unique currency, backed by technology and trust. There is no central bank that can take 
corrective measure to protect the value of Bitcoins in a crisis or issue more currency. 

8.2. Instead, Bitcoin is an as-yet autonomous and largely unregulated worldwide system 
of currency firms and individuals. Traders put their trust in a digital, decentralized and partially 
anonymous system that relies on peer-to-peer networking and cryptography to maintain its 
integrity. 

8.3. Bitcoin trading is probably susceptible to irrational (or rational) bubbles or loss of 
confidence, which could collapse demand relative to supply. For example, confidence might 
collapse in Bitcoin because of unexpected changes imposed by the software developers or 
others, a government crackdown, the creation of superior competing alternative currencies, or 
a deflationary or inflationary spiral. Confidence might also collapse because of technical 
problems: if the anonymity of the system is compromised, if money is lost or stolen, or if 
hackers or governments are able to prevent any transactions from settling. 

8.4. There may be additional risks that we have not foreseen or identified in our Terms 
of Use. You should carefully assess whether your financial situation and tolerance for risk is 
suitable for buying, selling, or trading Bitcoins. 

We use our banking providers in order to receive client moneys and make 
payments. Our banking providers DO NOT transfer Bitcoins, exchange Bitcoins, or 
provide any services in connection with Bitcoins. 

9. MAINTAINING YOUR ACCOUNT: OUR RULES 
9.1. Delivery  
9.1.1. BITCOINS are delivered to your BITCOIN wallet by using the information 

provided by you. You are responsible for providing us with the correct information about your 
BITCOIN wallet. If you pay by credit/debit card, BITCOINS will be delivered within a 
reasonable time after the transaction is completed. Usual delivery time is up to one hour and 
best observed delay is 20 minutes (2 blocks confirmation). 

9.2. No Cancellation Right  
WHEN YOU COMPLETE A PURCHASE, YOU ACCEPT THAT YOU HAVE 

NO CANCELLATION RIGHT IN RELATION TO THE PURCHASE. 
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The price of BITCOIN depends on fluctuations in the market beyond the control of 
Baerpay.io and likely to occur between the moment you complete a purchase and the moment 
you receive BITCOIN, for this reason, customers cannot have a cancellation right in relation 
to the purchase. 

9.3. Refunds  
9.3.1. We reserve the right to perform refunds only in case the purchased Bitcoins could 

not be delivered due to rapid change of price on the market and consequential forced stop of 
trading, due to our inability to deliver the purchased Bitcoins. From the full amount a 
processing fee of 7% will be deducted. In any case where the purchased Bitcoins cannot be 
delivered, we will notify the customer right away and send details of refund by e-mail. 

9.3.2. This Site is for your personal and non-commercial use only. We are vigilant in 
maintaining the security of our Site and the Service. By registering with us, you agree to 
provide Bearpay.io with current, accurate, and complete information about yourself as 
prompted by the registration process, and to keep such information updated. You further agree 
that you will not use any Account other than your own or access the Account of any other 
Member at any time or assist others in obtaining unauthorized access. 

9.3.3. The creation or use of Accounts without obtaining the prior express permission 
from Bearpay.io will result in the immediate suspension of all said Accounts, as well as all 
pending purchase/sale offers. 

9.3.4. Any attempt to do so or to assist others (Members or otherwise), or the 
distribution of instructions, software, or tools for that purpose, will result in the Accounts of 
such Members being terminated. Termination is not the exclusive remedy for such a violation, 
and Bearpay.io may elect to take further action against you. 

9.3.5.  You also are responsible for maintaining the confidentiality of your Account 
information, including your password, safeguarding your own Bitcoins, and for all activity 
including Transactions that are posted to your Account. If there is suspicious activity related to 
your Account, we may, but are not obligated, to request additional information from you, 
including authenticating documents, and to freeze any transactions pending our review. You 
are obligated to comply with these security requests or accept termination of your Account. 
You are required to notify Bearpay.io immediately of any unauthorized use of your Account 
or password, or any other breach of security, by email addressed to support@bearpay.io. Any 
Member who violates these rules may be terminated, and thereafter held liable for losses 
incurred by bearpay.io or any user of the Site. 
 

10. USER OBLIGATIONS 
10.1. The User is forbidden from carrying out activities which have the purpose of 

rendering the Website defective, useless, overloading the Website or to hinder, complicate or 
delay its use or operation.  

10.2. The User is also forbidden to use the Website for fraudulent purposes, or to engage 
in any conduct which may damage or negatively affect the image, interests, or rights of 
Bearpay.io or any third parties.  

10.3. The User shall be liable for damages caused to Bearpay.io or third parties as a 
consequence of the breach of the obligation set forth in this paragraph. Bearpay.io expressly 
reserves the right to exercise all actions to which it may be entitled by Law. 
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10.4. With the exception of personally identifiable information, the use of which is 
covered under our Privacy Policy, any material you send or post to this Website shall be 
considered non-proprietary and not confidential. Unless you advise to the contrary, we will be 
free to copy, disclose, distribute, incorporate, and otherwise use such material for any and all 
purposes. 

10.5. When using this Website, you shall not post or send to or from this Website any 
material: 

10.5.1. for which you have not obtained all necessary consents; 
10.5.2. that is discriminatory, obscene, pornographic, defamatory, liable to incite racial 

hatred, in breach of confidentiality or privacy, which may cause annoyance or inconvenience 
to others, which encourages or constitutes conduct that would be deemed a criminal offence, 
give rise to a civil liability, or otherwise is contrary to Estonian law; 

10.5.3. Which is harmful in nature including, and without limitation, computer viruses, 
Trojan horses, corrupted data, or other potentially harmful software or data. 
10.5.4. we will fully co-operate with any law enforcement authorities or court order requiring us 
to disclose the identity or other details of any person posting material to this website. 
10.5.5. Finally, you agree that you will not use the Service to perform criminal activity of any 
sort, including but not limited to, money laundering, terrorist financing, or malicious hacking. 
The minimum allowable trade is 20€. 
 

11. TRANSACTIONS EXECUTION 
11.1. Authorization. You may issue a Payment Order to us by connecting to our 

Services and making appropriate selections and entering relevant transactional details as well 
as validating your Payment Order through your preferred method of strong authentication, 
where applicable. The sole transmission to Bear Pay of a Payment Order in the above-described 
manner shall constitute authorization of such Payment Order 

11.2. When authorizing a Payment Order in this manner you instruct Bear Pay to 
execute the transaction immediately (unless otherwise stated) in accordance with your 
instructions and charge you any applicable Fees. 

12.3. The validation of a payment order through the use of the Services shall have the 
same value as your original signature and shall have the same value in evidence as an original 
written document. 

12.4. Receipt of a Payment Order. A Payment Order shall be deemed to have been 
received by Bear Pay at the time of actual validation by you of the Payment Order, it being 
understood that, depending on the payments instrument used, certain Payment Orders or 
validation thereof received by Bear Pay after the cut-off times imposed by our banking or 
payments partners, or at any time during a non-Business Day, will be deemed to have been 
received on the next Business Day. 

12.4.1. For all other Payment Transactions effected within the EEA other than the 
Payment Transaction described in the preceding paragraph, Bear Pay will ensure that the 
amount of the Payment Transaction is credited to the account of the Payment Service Provider 
of the Payee by no later than the fourth Business Day following the moment of receipt of the 
Payment Order in accordance with this Agreement. 

12.5.  Restrictions. We may, at any time, refuse an order submitted via the Services, 
or impose any other conditions or restrictions upon your use of the Services. The reasons for 
the refusal and the procedure for correcting any factual mistakes that led to the refusal will be 
notified to you at the latest by the end of the Business Day following the refusal. Bear Pay will 
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be deemed to have satisfied this obligation if it has sent the notification of refusal within the 
period of execution time regardless of the date of actual receipt by you of such notification. 
Any notification by Bear Pay of a justified refusal of a Payment Order may result in you being 
charged a fee.  

Bear Pay may, without being obliged to do so, refuse to execute a Payment Order: 
12.5.1. if the Payment Order contains any factual error, in particular, incomplete or 

imprecise transactional details; 
12.5.2. if you have breached any of your obligations towards Bear Pay under these 

Terms and Conditions or any other agreement entered into between you and Bear Pay; 
12.5.3. if the Payment Order does not meet the agreed form as set out in these Terms 

and Conditions; 
12.5.4. if your Funds are insufficient to execute a Payment Order in full; 
12.5.5. if the spending limits as may have been agreed upon between you and Bear Pay 

have been reached; 
12.5.6. if the Payment Order cannot be executed in full; 
12.5.7. if the Payment Order has been made by a person who has no power to operate 

the Account; 
12.5.8. if Bear Pay is legally or contractually obliged to freeze your Account or block 

transactions; 
12.5.9. if Bear Pay suspects that the security of Service is compromised, e.g. because 

of a problem or technical failure or because of hacking attacks; 
12.5.10. if Bear Pay suspects fraud (for example where it has identified suspicious 

transaction(s)) or has received notification that an incident has occurred); 
12.5.11. if Bear Pay believes that the execution of the Payment Transaction would 

be contrary to any national or foreign laws, regulations or decisions of authorities or would 
expose Bear Pay to liability risks. 

12.6. Insufficient Customer Balance. If you have insufficient Funds on your 
Account to complete a Payment Order (this also include instances of insufficient balance with 
respect to the asset category specified in your Payment Order), we may cancel the entire 
Payment Order or may fulfill a partial Payment Order using the amount of Funds currently 
available in your Account, less any fees. 

12.7. Cancellations. You may not revoke a Payment Order once it has been received 
by Bear Pay. Such Payment Order will be executed by Bear Pay notwithstanding any 
subsequent revocation order by you. Where a Payment Transaction is initiated by a Payment 
Initiation Service Provider or by or through the Payee (e.g., where the payment order is issued 
in execution of a direct debit order), you may not revoke the Payment Order after transmitting 
the Payment Order or giving your consent to the Payment Initiation Service Provider to initiate 
the Payment Transaction or after giving consent to the execution of the Payment Order to the 
intended Payee. 

12.8. No Returns or Refunds for Blockchain-based transactions. All blockchain-
based transactions are final and non-reversible. We do not accept any returns or provide refunds 
in connection with any such transactions. 

12.9. Virtual Currency Transactions. While a virtual currency transaction is 
pending confirmation by the applicable network, the virtual currency subject to such 
confirmation will be unavailable for use in connection with any other Services transaction. 

12.10. Cancellation of Transaction. If it can reasonably be assumed that there is an 
error in the asking price, such as a major discrepancy with market rates, the asking price may 
be invalidated and the transactions based on that asking price may be canceled by Bear Pay, 
without obligation for Bear Pay to do so. Bear Pay also reserves the right to halt trading, without 
being obliged to do so. Bear Pay may not be held liable for not having exercised such right. 
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12.11. Supported Tokens, Coins and Digital Assets. It is your sole responsibility to 
verify the types of digital assets Bear Pay will accept (“Supported Coins”). Any other 
(“Unsupported”) tokens, coins, or digital assets sent to Bear Pay may be lost, destroyed, or not 
returned to you. Additionally, there may be fees charged if Bear Pay attempts to retrieve the 
Unsupported tokens, coins, or digital assets to return them to you. Bear Pay shall, however, 
have no obligation to make such attempts. The sending, depositing, and returning of 
Unsupported Currency puts you at risk of loss of assets. Bear Pay accepts no liability for 
unsupported tokens, coins, or digital assets sent to Bear Pay. 

12.12. Blockchain Modification, Disruption or Hard Fork. In the event of a change 
in the structure of a blockchain such as a hard fork or chain split, or in the event of an occurrence 
such as an airdrop, whether or not to take response measures and what measures to take will 
be at the discretion of Bear Pay. Bear Pay does not bear any liability in the event that you or a 
third party incur losses or damages as a result of the defects, alteration, or lack of measures 
taken by Bear Pay or if Bear Pay decides to cease handling of a virtual currency in whole or in 
part. 

12.13. Lack of Identifying Account Information. In the event of an order which is 
beyond your account’s permissible use or applicable limits, Bear Pay may request additional 
identifying information from you and must receive such information before processing the 
order. If you fail to provide this additional required documentation, the attempted transaction 
may be suspended. 

12.14. Unauthorized Payment Transactions. If a Payment Transaction cannot be 
considered by Bear Pay as authorized by you, Bear Pay shall refund you with the amount of 
the relevant Payment Transaction no later than by the end of the following Business Day after 
noting or being notified of the transaction and, where applicable, restore the debited Account 
to the state in which it would have been, had the unauthorized Payment Transaction not 
occurred. However, this obligation shall not apply where Bear Pay has reasonable grounds for 
suspecting fraud and communicates those grounds to the CSSF. 

12.14.1. Where the Payment Transaction is initiated through a Payment Initiation 
Service Provider, Bear Pay shall also refund you no later than by the end of the following 
Business Day the amount of the unauthorized Payment Transaction and, where applicable, 
restore the debited Account to the state in which it would have been had the unauthorized 
Payment Transaction not taken place. The same limitations apply in this case. 

12.14.2. You shall, however, remain liable for any loss resulting from an 
unauthorized Payment Transaction under the following circumstances and subject to the 
following conditions: 

12.14.3. Until notification to Bear Pay pursuant to the rules on notification of an 
incident, of the loss or theft, or misuse of the Credentials which was made possible because 
you were unable to preserve the security of your Credentials: 

12.14.4. you remain liable up to an amount of EUR 50, unless the loss, theft or 
misappropriation was not detectable to you prior to a payment, except you have acted 
fraudulently; 

12.14.5. the loss was caused by acts or lack of action of an employee, agent, or 
branch of Bear Pay or of an entity to which its activities were outsourced. 

12.14.6. You will bear all of the losses relating to any unauthorized Payment 
Transactions if they were incurred by you acting fraudulently or failing to fulfil one or more of 
the obligations relating to your Credentials with intent or gross negligence. In that case, the 
maximum amount referred to above will not apply. 

12.14.7. Where Bear Pay does not require strong Client authentication, you will 
not bear any financial losses unless you acted fraudulently. 
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12.14.8. You shall not bear any financial consequences resulting from fraudulent 
or unauthorized use of the lost, stolen, or misappropriated Credentials after you have duly 
notified Bear Pay except where you have acted fraudulently. 

12.14.9. In any case, you shall bear the entirety of the losses resulting from an 
unauthorized Payment Transaction in the event that you have acted fraudulently, irrespective 
of the notification of an Incident sent to Bear Pay. 

12.14.10. As required by applicable regulations, Bear Pay will notify you in the 
event of suspected or actual fraud or security threats via your registered e-mail, phone number 
or mobile app notification. 
 

13. TERMINATION OF UNVERIFIED ACCOUNTS 
13.3. You may terminate this agreement with Bear Pay, and close your Account at 

any time, following settlement of any pending transactions. 
13.4. You also agree that Bear Pay may, by giving notice, in its sole discretion 

terminate your access to the Site and to your Account, including without limitation, our right 
to: limit, suspend or terminate the service and Members' Accounts, prohibit access to the Site 
and its content, services and tools, delay or remove hosted content, and take technical and legal 
steps to keep Members off the Site if we think that they are creating problems or possible legal 
liabilities, infringing the intellectual property rights of third parties, or acting inconsistently 
with the letter or spirit of these Terms. 

13.4.1. Additionally, we may, in appropriate circumstances and at our discretion, 
suspend or terminate Accounts of Members for any reason, including without limitation: 

13.4.2. attempts to gain unauthorized access to the Site or another Member's account or 
providing assistance to others' attempting to do so; 

13.4.3. overcoming software security features limiting use of or protecting any content; 
13.4.4. usage of the Service to perform illegal activities such as money laundering, 

financing terrorism, or other criminal activities; 
13.4.5. violations of these Terms of Use; 
13.4.6. failure to pay or fraudulent payment for Transactions; 
13.4.7. unexpected operational difficulties, or 
13.4.8. upon the request of law enforcement or other government agencies, if deemed 

to be legitimate and compelling by Bearpay.io , acting in its sole discretion. 
13.5. We expressly reserve the right to cancel and/or terminate Accounts that have 

not been verified by the Client despite our good faith efforts to contact you seeking such 
verification (“Unverified Accounts”). 

13.6. All Unverified Accounts which have been inactive for a period of 6 months or 
more will no longer be maintained or be the legal responsibility of Bear Pay UAB. 

13.7. The suspension of an Account shall not affect the payment of the commissions 
due for past Transactions. 

14. AVAILABILITY OF SERVICES 
14.1. All services are provided without warranty of any kind, either express or 

implied. We do not represent that this Site will be available 100% of the time to meet your 
needs. We will strive to provide you with the Service as soon as possible but there are no 
guarantees that access will not be interrupted, or that there will be no delays, failures, errors, 
omissions or loss of transmitted information and we will not be liable if this website is 
unavailable at any time. 

14.2. We will use reasonable endeavors to ensure that the Site can normally be 
accessed by you in accordance with these Terms of Use. We may suspend use of the Site for 
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maintenance, or the Website may be temporarily unavailable due to issues such as system 
failure or for reasons beyond our control.  

14.3. We will make reasonable efforts to give you notice of any interruption 
however you acknowledge that this may not be possible in an emergency. 

 

15. APIs AND WIDGETS 
15.1. We may provide access to certain parties to access specific data and 

information through our API (Application Programming Interface) or through widgets. We 
also may provide widgets for your use to put our data on your Site. You are free to use these 
in their original unmodified and un-altered state. 

16. PAYMENTS FOR GOODS AND SERVICES 
16.1. If you use our Services in connection with the purchase or sale of goods or 

services, you acknowledge and agree that we have no control over, or liability for, those 
transactions, including for the quality or legality of such goods or services. You must ensure 
that any information you transmit to third parties (including other users of our Services) in 
connection with any payment you make or receive via our Services is accurate and not 
misleading. 

17. FEES 
17.1. You agree to pay the applicable fees listed on our Fee Schedule (“Fees”) to us, 

whenever you use our Service. Bear Pay will notably disclose to you the charges connected to 
the manner in and frequency with which information is provided or made available. Subject 
to the terms of this Agreement, we reserve the right to change our Fees at any time. Fees are 
assessed against the amount of the transactions, including all applicable charges. 

17.2. Setting off. You authorize us, or our designated payment processor, to charge 
or deduct any applicable Fees owed in connection with orders you complete via the Services 
from the Funds held in your Account. You agree that we may set off against your Account 
balance or debit your bank account or other payment instrument connected to your Bear Pay 
account, as the case may be, any amounts you owe us under this Agreement, including 
without limitation any Chargebacks, or any other Fees (“Deductions”). All Deductions are 
charged at the time we process a transaction and are deducted first from the collected funds 
and thereafter from your balance. If you owe us an amount that exceeds your balance, we 
may charge or debit a payment instrument registered in your account or you will pay us the 
full amount of the outstanding Deductions upon receipt of our invoice. You will be liable for 
and pay us upon invoice all costs associated with collection in addition to the amount 
collected, including without limitation attorneys’ fees, court costs, collection agency fees, and 
any applicable interest. In simple terms, our right to set-off means that we may deduct such 
fees, charges or other amounts mentioned in this section from an account balance held or 
controlled by you. Where the aggregate amount you owe us exceeds the amount held in your 
Account, we may show your account balance in negative figures as a reflection of the net 
amount you owe to us. 

17.3. Processing Errors. In the event there is an error in the processing of any 
Payment Transaction, you authorize us to initiate debit or credit entries to your Account or 
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your bank account or another payment instrument, as applicable, to correct such error. If we 
are unable to debit the bank account or another payment instrument connected to your Bear 
Pay account, for any reason, you authorize us to resubmit the debit, plus any applicable fees, 
to any other bank account or payment instrument that you have on file with us (or, in the case 
of any fees that are owed under this Agreement, to deduct such amounts from your balance). 

17.4. Currency Conversion. Where a currency conversion is offered by Bear Pay 
to you when you make your transaction, you will be shown the exchange rate (which may 
include the currency conversion fee) that will be applied to the transaction before you 
proceed with authorizing the payment transaction. By proceeding with your authorization of 
the payment transaction you are agreeing to the currency conversion on the basis of the 
exchange rate shown to you, including applicable fees. In certain cases, you will be required 
to elect the currency conversion service offered by Bear Pay or by another Payment Service 
Provider (for example, your bank) before you complete your payment by selecting one of the 
available conversion options. Where a currency conversion is offered by another Payment 
Service Provider (for example, your bank) and not by Bear Pay, and you choose to authorize 
the payment transaction on the basis of the exchange rate and charges offered to you by 
another service provider, Bear Pay has no liability to you for that currency conversion. Where 
your payment account is funded by a payment instrument in a different currency and 
therefore involves a currency conversion by Bear Pay or if you receive a payment in a 
currency other than the primary currency of your account from anyone, the amount received 
by you will be converted into the primary currency of your account at the time the payment is 
received, and by entering into this Agreement you consent to and authorize us to do the 
conversion for these cases. 

17.5. Taxes. You are responsible for determining and paying any and all taxes and 
duties, including without limitation, sales, use, transfer, value added, withholding, and other 
taxes and/or duties assessed, incurred, or required to be collected, paid, or withheld for any 
reason in connection with any request for or performance or use of the Service, your use of 
the website, the sale or purchase of any products or services, or otherwise in connection with 
any action, inaction, or omission by you or any affiliate of yours, or any of your or their 
respective employees, agents, contractors, or representatives. You also are responsible for 
collecting, withholding, reporting, and remitting correct taxes and duties to the appropriate 
authority. While we may provide you a means for you to determine and apply taxes to your 
transactions (including certain automated reporting tools), we are not obliged to determine 
whether taxes or duties apply and are not responsible for calculating, collecting, reporting, or 
remitting any taxes or duties to any authority arising from any transaction. 

 

18. EXTERNAL WEBSITES 
18.1. Bearpay.io makes no representations whatsoever about any outside or third-

party website which you may access through the Site. Occasionally, the Bearpay.io website 
may provide references or links to other websites ("External Websites"). We do not control 
these third-party sites or any of the content contained therein. 

18.2. You agree that we are in no way responsible or liable for External Websites 
referenced or linked from the Bearpay.io website, including, but not limited to, website 
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content, policies, features, promotions, products, opinions, advice, statements, prices, 
activities and advertisements, services, or actions and/or any damages, losses, failures, or 
problems caused by, related to, or arising from those sites. You shall bear all risks associated 
with the use of such content. 

18.3. External Websites have separate and independent terms of use and related 
policies. We request that you review the policies, rules, terms, and regulations of each site 
that you visit. It is up to you to take precautions to ensure that whatever you select for your 
use is free of such items as viruses, worms, Trojan horses, and other items of a destructive 
nature. 

18.4. Third parties’ websites on which the link may appear must not contain any 
misrepresentation, or inaccurate, false, or incorrect information about the Website, 
Bearpay.io or any of the persons or entities related to Bearpay.io. 

18.5. The content of such third parties' websites must be legal and appropriate in 
respect of the services provided by Bear Pay and could not lead the User to think that 
Bearpay.io agrees with such content. 

18.6. If you choose to link to our website in breach of the above, you shall fully 
indemnify us for any loss or damage suffered because of your actions. 
 

19. PROHIBITED ACTIVITIES AND USER CONDUCT 
19.1. You may not use the Bear Pay Service to conduct, pay for or facilitate 

activities that: 
19.1.1. violate any law, statute, regulation, or a decision of an authority. 
19.1.2. Relate to transactions involving: 
19.1.3. narcotics, steroids, certain controlled substances, or other products that present 

a risk to human safety; 
19.1.4. drug paraphernalia, tobacco, and cigarettes, including electronic cigarettes; 
19.1.5. items that encourage, promote, facilitate, or instruct others to engage in illegal 

activity; 
19.1.6. stolen or pirated goods including digital and virtual goods or items that 

infringe or violate any copyright, trademark, right of publicity or privacy or any other 
proprietary right under the laws of any jurisdiction; 

19.1.7. the promotion of hate, violence, racial intolerance, or the financial exploitation 
of a crime; 

19.1.8. items that are considered obscene; 
19.1.9. certain sexually oriented materials or services; 
19.2. ammunition, firearms, or certain firearm parts or accessories, or certain 

weapons or knives regulated under applicable law. 
19.2.1. Relate to transactions that: 
19.2.2. show the personal information of third parties in violation of applicable law; 
19.2.3. support pyramid or Ponzi schemes, matrix programs, other "get rich quick" 

schemes or certain multi-level marketing programs; 
19.2.4. are associated with purchases of annuities or lottery contracts, lay-away 

systems, off-shore banking or transactions to finance or refinance debts funded by a credit 
card; 

19.2.5. are by payment processors to collect payments on behalf of merchants; 
19.2.6. involve certain credit repair, debt settlement services, credit transactions or 

insurance activities; 
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19.2.7. involve offering or receiving payments for the purpose of bribery or 
corruption. 

19.3. Further, you will not: 
19.3.1. use the Services or allow a third-party individual or entity to use the Services 

to commit fraud or otherwise violate the law; 
19.3.2.  engage in conduct that is harassing, threatening, intimidating, or stalking, or 

that we otherwise deem objectionable; 
19.3.3. engage in conduct or an act of fraud, extortion or blackmail, that seeks to 

disseminate falsehoods about the Bear Pay or otherwise harm the Bear Pay reputation and 
credibility using deception; 

19.3.4. use the Services in any manner that could interfere with, disrupt, negatively 
affect or inhibit other users from fully enjoying the Services or that could damage, disable, 
overburden or impair the functioning of the Services in any manner; 

19.3.5. attempt to coerce any member of the Bear Pay team with any form of bribery 
or gifts that may materially influence a decision to the benefit of the user; 

19.3.6. uses the Services to deliberately steal the assets of another user, Bear Pay, or 
affiliated companies, through replay attacks; 

19.3.7. reverse engineer any aspect of the Services or do anything that might discover 
the source code of the Services (except to the extent such restriction is prohibited by 
applicable law); 

19.3.8. violate, infringe or misappropriate any intellectual property right, or other 
third-party right, or commit a tort; 

19.3.9. reproduce (other than standard website page caching), create derivative works 
of, publicly perform, publicly display, distribute, sell, rent, lease, timeshare or otherwise 
commercially exploit the Services, in whole or in part; 

19.3.10. attempt to bypass or circumvent measures employed to prevent or limit 
access to any content, area or functionality on the Services; 

19.3.11. develop any third-party applications that interact with the Services 
without our prior written consent, except as allowed through the use of the Bear Pay API; 

19.3.12. use any robot, spider, crawler, scraper, script, browser extension, 
offline reader or other automated means or interface not authorized by us to access the 
Services, extract data or otherwise interfere with or modify the rendering of Services pages or 
functionality; use the Services other than for its intended purposes; or 

19.3.13. use the Services to engage in or promote any activity that violates these 
Terms. 
 

20.  FINANCIAL ADVICE 
20.1. For the avoidance of doubt, we do not provide any investment advice in 

connection with the Services contemplated by these Terms of Use. We may provide 
information on the price, range and volatility of Bitcoins and events that have affected 
the price of Bitcoins, but this is not considered investment advice and should not be 
construed as such. Any decision to purchase or sell Bitcoins is your decision and we will 
not be liable for any loss suffered. 

 

21.  INTELLECTUAL PROPERTY 
21.1.  We have a policy of limiting access to the Service and terminating the Accounts 

of Users who infringe the intellectual property rights of others. If you believe that anything 



 

20 
 

associated with the Services infringe any copyright that you own or control, you may notify 
via the Contact page. 

21.2.  The Bear Pay API is the copyrighted technology of Bear Pay and may not be 
copied, imitated, or used, in whole or in part, outside of the API’s intended use. Bear Pay retains 
all its rights related to its databases, websites, graphics, software, applications, programs, code, 
etc. - including chat text, the content of Bear Pay emails, and data such as transaction prices - 
developed or provided by Bear Pay or its affiliates which can be acquired by various external 
APIs. Bear Pay may demand any third-party stop using Bear Pay’s API for any purposes not 
authorized by Bear Pay. 

21.3. Trademarks and Logo. The Bear Pay logo, any other Bear Pay service names, 
logos or slogans that may appear on the Services, and the look and feel of the Services, 
including all page headers, custom graphics, button icons and scripts, are trademarks, service 
marks or trade dress of Bear Pay and our suppliers and our licensors, and may not be copied, 
imitated or used, in whole or in part, without our or the applicable trademark holder’s prior 
written permission. You may not use any metatags or other “hidden text” utilizing any name, 
trademark or product or service name of Bear Pay without our prior written permission. 
Further, you may not use, frame or utilize framing techniques to enclose any Bear Pay 
trademark, logo or other proprietary information, including the images found on the Services, 
the content of any text or the layout or design of any page, or form contained on a page, on the 
Services without our express written consent. 

21.4. Bear Pay Materials. During the term of this Agreement, you may use the Bear 
Pay Materials only for your internal purposes and solely as necessary for your use of the 
Service. “Bear Pay Materials” include any software (including without limitation developer 
tools, sample source code, and code libraries), data, materials, content and printed and 
electronic documentation (including the Specifications and any integration guides) developed 
and provided by us to you for download from our website. You may not, and may not attempt 
to, directly or indirectly: 

21.4.1. transfer, sublicense, loan, sell, assign, lease, rent, act as a service bureau, 
distribute or grant rights the Bear Pay Materials to any person or entity; 

21.4.2. modify, alter, tamper with, repair, or otherwise create derivative works of any 
software included in the Bear Pay Materials; 

21.4.3. reverse engineer, disassemble, or decompile the Bear Pay Materials or the 
Service or apply any other process or procedure to derive the source code of any software 
included in the Bear Pay Materials or as part of the Service. 

21.5.  Press Releases. You may not issue any press release or make any public 
statement related to the Bear Pay or our Service, or except as expressly provided in this 
Agreement, use our or any of our affiliate’s name, trademarks or logo in any way (including in 
promotional material) without our advance written permission, or misrepresent or embellish 
the relationship between us in any way. 

21.6.  Bear Pay may display third-party content, advertisements, links, promotions, 
logos, and other materials on or through the Services (collectively, “Third-Party Content”). 
We do not control, endorse, sponsor, or adopt any Third-Party Content or any third parties 
referenced on the Services, and we make no representations or warranties of any kind regarding 
such Third-Party Content, including, without limitation, regarding its accuracy or 
completeness. Your interactions with Third-Party Content, and any third party that provides 
Third-Party Content, are solely between you and such third parties, and Bear Pay is not 
responsible or liable in any manner for such interactions or Third-Party Content. When you 
leave the Services and enter a third-party site or service, our terms and policies no longer apply. 
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22. DATA PROTECTION 
22.1. Personal Data. You acknowledge that we may process personal data in relation 

to you (if you are an individual), and personal data that you have provided (or in the future 
provide) to us in relation to your employees and other associates, or other individuals (if you 
are not an individual), in connection with this Agreement, or the Bear Pay Services. We will 
process this personal data in accordance with the Privacy Policy, which shall form part of this 
Agreement. Accordingly, you represent and warrant that: 

22.1.1. your disclosure to us of any personal data relating to individuals other than 
yourself was or will be made in accordance with all applicable data protection and data privacy 
laws, and those data are accurate, up to date and relevant when disclosed; 

22.1.2. before providing any such personal data to us, you acknowledge that you have 
read and understood our Privacy Policy, a copy of which is available here: Privacy Policy, and, 
in the case of personal data relating to an individual other than yourself, have (or will at the 
time of disclosure have) provided the individual with a copy of, or directed the individual 
towards a webpage containing that Privacy Policy (as amended from time to time); and 

22.1.3. if from time to time we provide you with a replacement version of the Privacy 
Policy, you will promptly read that notice and provide updated copies of the Privacy Policy to, 
or re-direct towards a webpage containing the updated Privacy Policy, any individual whose 
personal data you have provided to us. 

 

23.  FINANCIAL REGULATION 
23.1. Our business model, and our Service, consists of facilitating the buying of 

Bitcoins and their use to purchase goods in an unregulated, international open payment system. 
The Services we provide are currently regulated within Lithuania. 

 

24. EMAIL 
24.1. Email messages sent over the Internet are not secure and Bearpay.io is not 

responsible for any damages incurred by the result of sending email messages over the Internet. 
 

25. DISCLOSURES TO LEGAL AUTHORITIES AND 
AUTHORIZED FINANCIAL INSTITUTIONS 

24.1. We may share your Personal Information with law enforcement, data protection 
authorities, government officials, and other authorities when: 

24.1.1. Required by law; 
24.1.2. Compelled by subpoena, court order, or other legal procedure; 
24.1.3. We believe that the disclosure is necessary to prevent physical harm or financial 

loss; 
24.1.4. Disclosure is necessary to report suspected illegal activity; or 
24.1.5. Disclosure is necessary to investigate violations of our Terms of Use or Privacy 

Policy. 
 

26. INTERNATIONAL TRANSFERS OF PERSONAL 
INFORMATION 
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26.1. We store and process your Personal Information in data centers around the 
world, wherever Bearpay.io facilities or service providers are located. As such, we may transfer 
your Personal Information outside of the European Economic Area (“EEA”). Such transfers 
are undertaken in accordance with our legal and regulatory obligations. 
 

 

27. JURISDICTION 
27.1. The Terms of Use shall be governed and construed in accordance with Estonia 

Law and therefore no representations or warranties are granted as to the compliance of the 
content of the Website or the services offered through it with the laws of any other country or 
jurisdiction. Any dispute(s) arising in connection with this Website are subject to the exclusive 
jurisdiction of Estonia. 

 

28. LIMITATION OF LIABILITY 
27.1.  Neither we nor any other party (whether or not involved in producing, 

maintaining or delivering this Website), shall be liable or responsible for any kind of loss or 
damage that may result to you or a third party as a result of your or their use of our website. 
This exclusion shall include servicing or repair costs and, without limitation, any other direct, 
indirect, or consequential loss, and whether in tort or contract or otherwise in connection with 
this Website. 

27.2. To the extent permitted by law, Bear Pay will not be held liable for any damages, 
loss of profit, loss of revenue, loss of business, loss of opportunity, loss of data, indirect or 
consequential loss unless the loss suffered arises from negligence or willful deceit or fraud. 
Nothing in these terms excludes or limits the liability of either party for fraud, death or personal 
injury caused by its negligence, breach of terms implied by operation of law, or any other 
liability which may not by law be limited or excluded. 

27.3. Subject to the foregoing, Bear Pay’s aggregate liability in respect of claims based 
on events arising out of or in connection with any single Member's use of the Site and/or 
Service, whether in contract or tort (including negligence). 

 

29. INDEMNITY 

29.1. To the full extent permitted by applicable law, you hereby agree to indemnify 
Bear Pay and its partners against any action, liability, cost, claim, loss, damage, proceeding or 
expense suffered or incurred if directly or not directly arising from your use of Bearpay.io Sites, 
your use of the Service, or from your violation of these Terms of Use. 

 

30. MISCELLANEOUS 
30.1. If we are unable to perform the Services outlined in the Terms of Use due to 

factors beyond our control including but not limited to an event of Force Majeure, change of 
law or change in sanctions policy we will not have any liability to you with respect to the 
Services provided under this agreement and for a time period coincident with the event. 
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30.2. If by reason in whole or in part of any Force Majeure Event, either you or 
Blockchain.com is delayed or prevented from complying with this User Agreement, then such 
delay or non-compliance shall not be deemed to be a breach of this User Agreement and no 
loss or damage shall be claimed by you or Blockchain.com by reason thereof. “Force Majeure 
Event” means any event beyond the party’s reasonable control, including, but not limited to, 
flood, extraordinary weather conditions, earthquake, or other act of God, fire, war, insurrection, 
riot, labor dispute, accident, action of government, communications, power failure, failure in 
bank performance, or equipment or software malfunction including network splits or “forks” 
or unexpected changes in a computer network upon which the Services rely. 
 

31. CLOSING YOUR ACCOUNT 
31.1.  This Agreement starts when you successfully register for a Bear Pay Account 

and ends when your Account is closed for whatever reason, except that this Agreement survives 
termination to the extent and for so long as we require to deal with the closure of your Account 
and to comply with applicable laws and regulations. Outstanding Payment Transactions shall 
not be affected by the termination of this Agreement. This Agreement and the list of fees of 
Bear Pay remain applicable until such time as each outstanding Payment Transaction has been 
effected. 

31.2.  You can close your account at any time by logging into your Account, clicking 
on the account settings, and then following the instructions. 

31.3. We may also close your Account at any time without prior notice where: 
31.3.1. you are in breach of the terms of this Agreement and/or we are entitled to close 

your Account under sections 3, 16, 17, 18 or 20; 
31.3.2. you do not access your Account for 24 months and have no Funds available on 

your Account; 
31.3.3. we suspect that your Account has been accessed fraudulently; 
31.3.4. we have reason to believe that we may incur any liability through the 

continuation of our relationship with you; 
31.3.5. should your Payment Transactions appear to be contrary to public order or 

morality; or 
31.3.6. should you fail to meet your obligation to act in good faith. 
31.3.7. Where we decide to close your Account, we will provide you with notice of 

account closure before 60 days and where appropriate, the reasons for closing your Account, 
together with the ability to withdraw any undisputed Funds that we are holding. 

31.3.8. Bear Pay has the right to unilaterally terminate the Agreement by giving 14 
(fourteen) days' notice to the Customer if the Customer fails to perform or improperly performs 
the obligations under the Agreement, avoids providing information to the Institution, or turns 
out to be incorrect or misleading information to the Institution. , or it turns out that the Client 
engages in activities unacceptable to the Institution, illegal activities related to money 
laundering and / or terrorist financing, or the actions performed by the Client have damaged or 
could damage the reputation of the Institution, or there are other cases listed in the Agreement. 

31.4.  When your account is closed: 
31.4.1. we may cancel any pending Payment Transactions; 
31.4.2. we may suspend, limit or terminate your access to or use of our Services, 

websites, software, systems (including any networks and servers used to provide any of the 
Services) operated by us or on our behalf or some or all of the Services; 

31.4.3. you will remain liable for all outstanding obligations under this Agreement 
related to your Account prior to closure; 
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31.4.4. we may keep your Account information in our database for the purpose of 
fulfilling our legal obligations and other permitted reasons; and 

31.4.5. we may retain your balance of Funds after closure to the extent and for the time 
we reasonably require protecting Bear Pay and/or any third party against the risk of Reversals, 
Chargebacks, Claims, fees, fines, penalties, and other liabilities of whatever nature. After this 
time, you will be able to withdraw any undisputed Funds that we are holding. Please contact 
Bear Pay Customer Service if you have any questions about Funds held in your Account on 
closure. 
 

32. MODIFICATION OF TERMS 
32.1. Bearpay.io reserves the right to change, add or remove portions of these Terms, 

at any time, in an exercise of its sole discretion. You will be notified of any changes in advance 
through your Account. Upon such notification, it is your responsibility to review the amended 
Terms. Your continued use of the Site following the posting of a notice of changes to the Terms 
signifies that you accept and agree to the changes, and that all subsequent transactions by you 
will be subject to the amended Terms. 

 

33. DISCLAIMER 
33.1. We take all reasonable steps to ensure that the information on this Website is 

correct. However, we do not guarantee the veracity, accuracy, or legality of the content of the 
Website. We may modify or shut down the Website at any time, to delete contents of the 
Website or to modify them in any other way, and without notice. The material on this Website 
may be out of date, or on rare occasions incorrect and we make no commitment to ensure that 
such material is correct or up to date. The material at this Website is provided without any 
conditions or warranties of any kind. To the maximum extent permitted by law, we provide 
access and use of this website on the basis that we exclude all representations, warranties, and 
conditions which but for these Terms may have effect in relation to this Website. 

 

34. GOVERNING LAW, VENUE AND DISPUTE 
RESOLUTION 

34.1. The laws of the Republic of Lithuania govern this Agreement and all of its terms 
and conditions. All disputes shall be of the exclusive competence of the Republic of Lithuania 
and Lithuanian Bank, unless Bear Pay chooses to bring an action against you before any other 
court having jurisdiction under ordinary rules of procedure, in particular according to the 
applicable jurisdiction rules of the relevant European regulation or applicable convention. 

34.2. Any matters not provided for in the Terms or those giving rise to any doubts 
with respect to the interpretation of the Terms shall be promptly resolved through good faith 
discussions between the Bear Pay UAB and you. 

34.3. Legal action against Bear Pay is time barred from 3 to 10 years. The limitation 
period runs from the date of commission or omission of the facts alleged against Bear Pay. 

34.4. If you wish to make a complaint about   the Service, you can find more details 
in “Segregation of clients funds policy”. 

 

35. IDENTIFICATION OF THE ENTITY THAT OWNS 
THE WEBSITE 
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The Website is owned by the Estonian Company: Bear Pay UAB Company Number 
305980248 with registered address: Gedimino pr.44A-201, Vilnius. 

 
 

36. CONTACT US 
If you have any questions relating to these Terms of Use, your rights and obligations 

arising from these Terms, and/or your use of the Site and the Service, your Account, or any 
other matter, please contact support@bearpay.io. 

37. VALIDITY AND CHANGES TO THE PRIVACY 
POLICY  

37.1. This Policy came into force in (DATE) and was last updated in (DATE) It can 
be changes in the light of changes in legislation and our operations. We will post changes on 
the website www.bearpay.io 

 
 


